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Our Everyday World Has Changed
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The Positive Disruption of Cloud in Business

• Flexibility

• Business Agility - Time to Market

• Collaboration

• Mobility of Staff

• Disaster Recovery

• Reliability 

• Scale

• *Security
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BOX.COM GITHUB GOOGLE DRIVE SFDC DROPBOX

YAMMER SLACK SECURE DATA 

SPACE

OFFICE 365

JIVE SERVICE NOW

Business Is Adopting Cloud 
But you Need to Ask Who is Adopting What???
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By 2020, a Corporate "No-Cloud" 

Policy, Will Be as Rare as a "No-

Internet" Policy Is Today.
— Gartner, 2016
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Where’s Your Data Going? Not Where It Is Today.
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Today



59% UK Businesses Use Cloud Services

67% store personal data relating to customers in the cloud

— Source: Cyber Security Breach Survey 2017 

— HMG Department of Culture, Media and Sport. Sample 1,523 businesses 
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Journey to the Cloud
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GDPR
May 2018

199 Days Away
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We’re Safe 

Right?



The Cloud is Secure, Right? 

Yes, But – Reality Check!
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Cloud Security

Source: AWS Cloud Security public slide deck
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• SOC 1 (SSAE 16 & ISAE 3402) Type II

• SOC 2 Type II and public SOC 3 report

• ISO 27001

• ISO 9001

• PCI DSS Level 1 - Service Provider 

• ISO 27017 (security of the cloud)

• ISO 27018 (personal data)

Compute Storage Database Network

Global 
Infrastructure Regions

Availability Zones
CDN Edge 
Locations

Foundation Services

Cloud Security
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Security (OF) the Cloud

Security (IN) the Cloud

The Shared Responsibility Model

Managed by
Customers, MSSP,
or Partner

Managed by the
Cloud Provider
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Managing Risk Has Become More Complex

Shared Responsibility

Sole Responsibility

Software as a Service(SaaS)

Public Cloud(IaaS, PaaS)

Apps & Data

Private Cloud (NSX, ACI, OpenStack)
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Are The Cloud Security Risks Different? 

INFECT

USER

GAIN

FOOTHOLD

MOVE

LATERALLY

EXECUTE

GOAL
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DATA

BUILD

BOTNETS

HARVEST

BITCOIN

16 |  © 2017, Palo Alto Networks. Confidential and Proprietary. 



Cloud Has Some Greater Areas of Risk!

MALICIOUS 

DATA EXFILTRATION

ACCIDENTAL 

DATA EXPOSURE

USER ERROR

MISCONFIGURATION

MALWARE 

PROPAGATION

COLLABORATION

IT UPDATES etc.
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Issue: Running on default ports (27017, ..) and by 
default authentication is not required

Estimated 26,000 new victims in September 2017
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What Happens When Cloud Storage is Not Secured?

• Publically Accessible Amazon S3 

bucket

• Leaked by Defense Contractor

• 60K files, 28GB of data, unencrypted 

passwords

What happened?

May 2017

• Unsecured Amazon S3 bucket

• 1.1 TB of personal voter data including 

names, addresses etc.

What happened?

June 2017

Faulty AWS S3 Configuration 

Exposes Personal Data of 198M U.S. 

Voters

Top Defense Contractor Left Sensitive 

Pentagon Files on Amazon Server With 

No Password
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Prevention Security framework
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SaaS EndpointDatacenter/ 
Private Cloud

Public Cloud 

Google Cloud

Internet 
Gateway

IoTMobile Users

Consistent Security Across ALL Locations
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At What Stage is Your Organisation?

INVESTIGATING 

PUBLIC CLOUD 

MOVING ENTERPRISE 

APPLICATIONS  TO 

PUBLIC CLOUD 

DATACENTER 

RETIREMENT
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Do You Have Visibility of Cloud?

• If you Don’t have Visibility you are Exposed!

• Cloud could be out of control?

• Nearly every organisation has AWS, Azure or Google.

• Average no. of SaaS Application approx. 55

• File-Sharing / Collaboration is everywhere.

• Under GDPR you are liable for Personal Data.

Retail

ServicesMedia

Which Email is Corp?



GDPR Also Applies To  Your Data In The Cloud 
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It’s YOUR Responsibility!

Don’t Get Caught Out.
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